J 



Europaisches Patentamt 
European Patent Office 
Office europ6en des brevets 



© Publication number: 



0 513 507 A1 



EUROPEAN PATENT APPLICATION 



© Application number: 92105480.5 
© Date of filing: 30.03.92 



© int. CI. 5 : G06K 19/07, G06K 7/00 



© Priority: 22.04.91 JP 90173/91 


© Applicant: Kabushiki Kaisha Toshiba 


@ Date of publication of application: 


72, Horikawa-cho Saiwai-ku 


Kawasaki-shi(JP) 


19.11.92 Bulletin 92/47 


© Inventor: lijima, Yasuo, c/o Intellectual 


© Designated Contracting States: 


Property Div. 


DE FR GB 


K.K. TOSHIBA, 1-1 Shibaura 1-chome 




Minato-ku, Tokyo 105(JP) 




© Representative: Blumbach Weser Bergen 




Kramer Zwirner Hoffmann Patentanwalte 




Radeckestrasse 43 




W-8000 Munchen 60(DE) 



© Portable electronic device supporting multi-protocols. 



< 

o 

in 

CO 



© A portable electronic device includes a storing 
unit (2) for storing different types of communication 
protocols (A, B), a priority order setting unit (2 - 4) 
for setting a priority order for the different types of 
communication protocols (A, B) stored in the storing 
unit (12), a selecting unit (4) for selecting a predeter- 
mined communication protocol (A) from the different 
types of communication protocols (A, B) on the basis 
of the priority order (A > B) set by the priority order 
setting unit (2 - 4), and a communicating unit (6) for 
performing communication using the predetermined 
communication protocol (A) selected by the select- 
ing unit (4). 
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The present invention relates to a portable 
electronic device such as an IC card having a 
function of supporting two or more communication 
protocols. 

An IC card is available as a conventional porta- 
ble recording medium. This IC card comprises a 
ROM for storing control programs, a data memory 
for storing various types of data, a CPU for per- 
forming various control operations on the basis of 
the control programs stored in the ROM, and con- 
tacts brought into electrical contact with an external 
device to exchange data therewith. A communica- 
tion protocol for performing data communication 
with the external device is stored in the ROM. 

In recent years, IC cards are used in a variety 
of applications. The IC cards must exchange data 
with various external devices such as bank termi- 
nals and credit terminals at different positions. For 
this reason, a plurality of communication protocols 
are prepared in advance, and a desired commu- 
nication protocol is appropriately selected. Demand 
has arisen for an IC card capable of accurately 
performing communication with external devices 
having different types of communication protocols. 

In a system including this IC card and external 
devices, a desired communication protocol used at 
the time of data communication in the system must 
be selected and designated at the start time of the 
system. In any case, even a frequently used com- 
munication protocol cannot be used without per- 
forming predetermined procedures for designating 
the communication protocol. 

As described above, in a conventional portable 
electronic device compatible with a plurality of pro- 
tocols, a user must designate a communication 
protocol prior to data communication. Data commu- 
nication cannot therefore be started at the start 
time of the system, resulting in inconvenience. 

It is, therefore, an object of the present inven- 
tion to provide a portable electronic device com- 
patible with a plurality of protocols and capable of 
starting data communication at the start time of a 
system. 

In order to achieve the above object of the 
present invention, there is provided a portable elec- 
tronic device comprising means for storing different 
types of communication protocols, priority order 
setting means for setting a priority order for the 
different types of communication protocols stored 
in the storing means, means for selecting a pre- 
determined communication protocol from the dif- 
ferent types of communication protocols on the 
basis of the priority order set by the priority order 
setting means, and communicating means for per- 
forming communication using the predetermined 
communication protocol selected by the selecting 
means. 

A priority order is preset for the plurality of 



communication protocols stored in the storing 
means of the electronic portable device. At the 
start time of a system, a communication protocol 
having the highest priority is automatically select- 

5 ed. Consequently, when the communication pro- 
tocol having the highest priority is used, data com- 
munication can be started simultaneously with the 
start of the system. 

This invention can be more fully understood 

w from the following detailed description when taken 
in conjunction with the accompanying drawings, in 
which: 

Fig. 1 is a block diagram showing an internal 
arrangement of an IC card according to an em- 

75 bodiment of the present invention; 

Figs. 2A and 2B are flow charts for explaining 
processing flows for performing data commu- 
. nication with the IC card shown in Fig. 1; 
Fig. 3 is a flow chart for explaining an operation 

20 of an external device shown in Fig. 1; 

Fig. 4 is a flow chart for explaining a processing 
flow for updating initial data in the IC card 
shown in Fig. 1 ; and 

Fig. 5 is a view showing a format of an initial 

25 data updating command. 

An IC card according to an embodiment of the 
present invention will be described below with ref- 
erence to the accompanying drawings. 

An internal arrangement of IC card 1 according 

30 to this embodiment will be described with refer- 
ence to Fig. 1 . IC card 1 incorporates mask ROM 2 
for storing control programs, data memory 3 con- 
stituted by an EEPROM and/or a battery backed-up 
RAM for storing various types of data, CPU 4 for 

35 performing various control operations on the basis 
of the contents of the control programs in mask 
ROM 2, contact portion 5 brought into electrical 
contact with external device 7 such as a 
reader/writer to perform data exchange with exter- 

40 nal device 7, and communication I/O circuit 6 for 
communicating with external device 7 with a pre- 
determined communication protocol at a predeter- 
mined baud rate. 

Two different protocols A and B for performing 

45 communication are stored in mask ROM 2. When 
IC card 1 is to communicate with external device 7, 
CPU 4 performs communication control in accor- 
dance with protocol A or B stored in mask ROM 2. 
RAM 40 is incorporated in CPU 4. 

50 An operation for causing IC card 1 to perform 

data communication with external device 
(reader/writer) 7 will be described with reference to 
Figs. 2A to 5. 

CPU 4 reads out data at address $0000 of data 

55 memory 3 to determine whether the upper nibble 
of this readout data is 0 H (step ST1) where n H" 
indicate hexadecimal notation. An asterisk of 0*H in 
step ST1 indicates a wildcard character which can 
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be substituted with an arbitrary number. 

If the upper nibble of address $0000 is 0 H , 
CPU 4 determines that IC card 1 supports only 
protocol A or B (to be referred to as case 1 
hereinafter), and processing starting from step ST2 
to be described later is performed. 

If the upper nibble of the data at address 
$0000 of data memory 3 is a value except for 0 H , 
CPU 4 determines that IC card 1 supports two 
different protocols A and B and that protocol A or B 
can be designated by an external device (to be 
referred to as case 2 hereinafter). In this case, 
processing starting from step ST14 to be described 
later is performed. 

Note that an address in step ST1 may be any 
value other than $0000 and may be exemplified by 
$FFFF. In this case, PH is checked in step ST1, 
and TH is checked in step ST2 or ST1 4. 

Processing under the condition that IC card 1 
supports either protocol A or B, i.e., case 1, will be 
described with reference to Fig. 2A. IC card 1 
receives a power and a clock signal from external 
device 7 and is controlled by CPU 4. 

Prior to data communication, a reset signal is 
supplied from external device 7 to CPU 4. When 
this reset signal is disabled, initial data called 
"Answer to Reset" (ANS-TO-RESET) is output 
from CPU 4 in IC card 1 to external device 7. The 
"Answer to Reset" information includes data defin- 
ing the type of communication protocol supported 
by IC card 1. External device 7 receives "Answer 
to Reset" information and checks the communica- 
tion protocol used with IC card 1 (cf. ISO/IEC DIS 
7816-3). 

Fig. 3 is a flow chart for explaining how exter- 
nal device 7 communicates with IC card 1. 

When the "Answer to Reset" information is 
output from IC card 1 (steps ST3 and ST6 in Fig. 
2A or steps ST15 and ST21 in Fig. 2B), external 
device 7 receives this "Answer to Reset" informa- 
tion (step ST201). A protocol used until the 
"Answer to Reset" information is output is stan- 
dardized in accordance with ISO standards. This 
"Answer to Reset" information includes data repre- 
senting the protocol supported by IC card 1 . 

External device (e.g., a bank terminal or a 
credit terminal) 7 supports one protocol. A CPU 
(not shown) in external device 7 checks (step 
ST202) on the basis of the input "Answer to Reset" 
information whether its own protocol is supported 
by IC card 1 . 

If the protocol of external device 7 is supported 
by IC card 1 (YES in step ST202), external device 
7 outputs information for selecting its own protocol 
(step ST203) and then outputs various commands 
to IC card 1 (step ST204). If the protocol of exter- 
nal device 7 is not supported by IC card 1 (NO in 
step ST202), error information is output (step 



ST205). 

That is, on the basis of protocol selection in- 
formation from external device 7, IC card 1 sends 
"Answer to Reset" information including the data 
5 representing the protocol supported by this IC card 
1 . Therefore, one of the plurality of protocols sup- 
ported by this IC card is selected by external 
device 7. 

IC card 1 can correspond to different types of 

w protocols supported by different types of external 
devices 7 in the arrangement of Fig. t and the 
processing operations of Figs. 2A and 2B. Each 
external device 7 automatically switches and se- 
lects one of the protocols from IC card 1 which 

75 supports multi-protocols. 

Protocol switching is mainly assumed as 
switching between the IC card protocol and basic 
procedures of processing performed using an IC 
card. A semiduplex block transmission scheme is 

20 used as the IC card protocol. 

Referring back to Fig. 2A, CPU 4 in IC card 1 
reads out data at address $0000 of data memory 3 
before CPU 4 outputs the "Answer to Reset" in- 
formation to external device 7. After CPU 4 deter- 

25 mines (step ST1) that the upper nibble of the data 
is OH, CPU 4 determines (step ST2) whether the 
lower nibble of the data is 0 H . 

If the lower nibble of address $0000 is set to 
be 0 H , CPU 4 outputs the "Answer to Reset" in- 

30 formation representing that the "communication 
protocol is protocol A" (step ST3). In protocol A, 
control transits to a state for waiting a command 
from external device 7 (step ST4). The command 
waiting state is maintained in protocol A until any 

35 command input is entered (step ST5). 

If the lower nibble at address $0000 is any 
value other than 0 H in step ST2, CPU 4 outputs the 
"Answer to Reset" information representing that 
the "communication protocol is protocol B" (step 

40 ST6). CPU 4 is then set in an external command 
waiting state in protocol B (step ST7). In this case, 
CPU 4 continues the command waiting state in 
protocol B until any command input is entered 
(step ST8). 

45 When CPU 4 receives a command (cf. step 
ST204 in Fig. 3) from external device 7, CPU 4 
determines (step ST9) whether this command is a 
data communication end command. If this com- 
mand is determined not to be a data communica- 

50 tion end command, processing corresponding to 
the determined command is performed (step 
ST10). CPU 4 checks the value of address $0000 
in data memory 3 to check if the lower nibble of 
the data is 0 H (step ST11). 

55 If the lower nibble of address $0000 is 0 H in 

step ST11, a processing result is output to the 
external device in protocol A (ST12), and CPU 4 
returns to the command waiting state in protocol A 
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in step ST3 described above. If the lower nibble of 
address $0000 is a value other than 0 H in step 
ST11, a processing result is output to the external 
device in protocol B (step ST13). CPU 4 then 
returns to the command waiting state in protocol B 
in step ST6. 

In step ST9, if the received command is the 
data communication end command, CPU 4 ends 
data communication processing. 

Data communication processing of IC card 1 
under the condition that IC card 1 supports two 
different communication protocols and one of them 
can be designated by the external device, i.e., case 
2, will be described with reference to Fig. 2B. 

IC card 1 receives external power and an exter- 
nal clock signal to set CPU 4 operative, as de- 
scribed above. After the reset signal is disabled, 
CPU 4 reads out data at address $0000 and deter- 
mines (step ST1) whether the upper nibble of the 
data at address $0000 is any value other than 0 H . 
CPU 4 determines (step ST14) whether the lower 
nibble of the data is 0 H . 

In this case, if the lower nibble of the data at 
address $0000 is 0 H , CPU 4 outputs "Answer to 
Reset" information representing protocol A as a 
protocol having the first priority (to be referred to 
as the first protocol hereinafter) and protocol B as a 
protocol having the second priority (to be referred 
to as the second protocol hereinafter) to external 
device 7 (step ST15). Data "00 H " is stored at a 
specific address of RAM 40 in CPU 4 (step ST16), 
and CPU 4 is set in protocol A in a state for 
receiving a command from the external device 
(step ST17). 

When CPU 4 receives any data in the com- 
mand waiting state in protocol A, CPU 4 deter- 
mines (step ST18) whether the input data is PTS 
(Protocol Type Selection) data for selecting a com- 
munication protocol. 

If the received data is the protocol type selec- 
tion data (PTS data), CPU 4 determines (step 
ST19) whether the PTS data is data for designating 
protocol B. If so, data "01 h" is stored at a specific 
address of the RAM in CPU 4 (step ST22), and 
CPU 4 is set in a command waiting state with 
protocol B in step ST23 (to be described later). 

If the received data is not PTS data in step 
ST 18 or the PTS data is not the PTS data for 
designating protocol B in step ST19, CPU 4 deter- 
mines (step ST20) whether the received data is a 
command. If NO in step ST20, CPU 4 is set in a 
command waiting state in protocol A (step ST17). 

In step ST14, if the lower nibble of the data at 
address $0000 is a value other than 0 H , CPU 4 
outputs to external device 7 "Answer to Reset" 
information representing protocol B as the first pro- 
tocol and protocol A as the second protocol (step 
ST21), and data "01 H " is stored at a specific ad- 
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dress of the RAN in CPU 4 (step ST22). CPU 4 is 
then set in an external command waiting state in 
protocol B (step ST23). 

When CPU 4 receives any data in the com- 

5 mand waiting state in protocol B, CPU 4 deter- 
mines (step ST24) whether the data is protocol 
type selection data (PTS data). If the received data 
is determined to be PTS data, CPU 4 determines 
(step ST25) whether the PTS data is data for 

w designating protocol A. If YES in step ST25, data 
"00 H " is stored at a specific address of RAM 40 in 
CPU 4 (step ST16). CPU 4 is set in the command 
waiting state in protocol A in step ST17 described 
above. 

75 If the received data is not PTS data in step 
ST24 or the PTS data is not PTS data for designat- 
ing protocol A in step ST25, CPU 4 determines 
(step ST26) whether the subsequently received 
data is a command. If NO in step ST26, CPU 4 is 

20 set in the command waiting state in protocol B 
again (step ST23). 

When CPU 4 determines in steps ST20 and 
ST26 that the data received from external device 7 
is a command, CPU 4 determines (step ST27) 

25 whether the command is a data communication 
end command. If NO in step ST27, processing of 
this command is performed (step ST28). The con- 
tent of the specific address of RAM 40 incor- 
porated in CPU 4 is checked (step ST29). 

30 If the content of the specific address of RAM 
40 is 00 Hl a command processing result is output in 
protocol A (step ST30). CPU 4 is set in the com- 
mand waiting state in protocol A in step ST17 
described above. If the content of the specific 

35 address of RAN 40 is not 00 H , a command pro- 
cessing result is output in protocol B (step ST31). 
CPU 4 is then set in the command waiting state in 
protocol B in step ST23 described above. 

If CPU 4 determines in step ST27 that the 

40 received command is a data communication end 
command, data communication processing is end- 
ed. 

A communication baud rate (9,600 bps, 4,800 
bps, or 1,200 bps) with external device 7 can be 

45 set simultaneously when a protocol is set in steps 
ST4, ST7, ST15, and ST21. 

Hardware of a variable baud rate (multi-baud 
rate) can be performed by changing the frequency 
of a communication clock in I/O circuit 6. 

so When data communication is to be performed 
between IC card 1 and external device 7, CPU 4 in 
IC card 1 refers to the data content at address 
$0000 of data memory 3 as initial data (step ST1) 
and determines whether protocol A or B is used in 

55 data communication on the basis of the initial data. 
In order to change the communication protocol, the 
initial data (0*H) in memory 3 must be updated. 
This processing will be described with reference to 

4 
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Fig. 4. 

In order to update the initial data, an initial data 
updating command having a format shown in Fig. 5 
is sent from external device 7 to CPU 4 in IC card 
1. This command consists of function code FC 
representing that a change is to be made in initial 
data, and data DA to be updated. When CPU 4 in 
IC card 1 receives this command, data DA is 
written at address $0000 of data memory 3 (step 
ST101) and checks (step ST102) whether the data 
is properly written. If YES in step ST102, a re- 
sponse indicating OK is generated (step ST103). 
Otherwise, a response indicating a write error is 
generated (step ST104). 

The generated response is output to external 
device 7 in accordance with processing result out- 
put processing (step ST12 or ST13 in case 1 and 
step ST30 or ST31 in case 2). By using this 
command, for example, the communication pro- 
tocol (A or B) supported by IC card 1 can be 
changed from external device 7 even in case 1 . 

As described above, IC card 1 of this embodi- 
ment can change the communication protocol from 
the side of external device 7 in accordance with the 
specifications of external device 7 which performs 
data communication. Accurate data communication 
can be performed with external devices 7 having 
different types of communication protocol. There- 
fore, versatility of the IC card can be improved, and 
a system using an IC card can be flexibly ar- 
ranged. 

Selection or switching of a baud rate and/or a 
communication protocol can be performed by ex- 
ternal device 7. Even if a plurality of terminals 
having different communication protocols and baud 
rates are connected to each other and data is 
exchanged therebetween, accurate data commu- 
nication can be performed by switching to a proper 
communication protocol and a proper baud rate. 

Assuming that a plurality of communication 
protocols can be supported (NO in steps ST1 in 
Fig. 2A; Fig. 2B), a priority order is given to these 
plurality of protocols (A and B) and a communica- 
tion protocol (e.g., A) having a higher priority can 
be selected by default. For example, if communica- 
tion protocol A which is more frequently used has a 
higher priority (i.e., protocol A has a higher priority 
if $0000 = *0H in step ST4 of Fig. 2B), data 
communication can be automatically performed in 
communication protocol A, which is more frequent- 
ly used, at the start time of the system. 

IC card 1 of this embodiment may support a 
plurality of protocols (A and B) or only one commu- 
nication protocol (either A or B). Even if IC card 1 
is set to support only one communication protocol 
(YES in step ST1 of Fig. 2A), the type of commu- 
nication protocol (A or B) can be changed by the 
procedures in Fig. 4. An IC card which is used for 



only one terminal can be set to support only one 
communication protocol (e.g., only protocol A) for 
this terminal. 

In addition, various setup operations and 

5 changes can be very easily performed by only 
updating the content of address $0000 of data 
memory 3 from external device 7 in accordance 
with the procedures in Fig. 3. 

The number of types of communication pro- 

70 tocols supported by an IC card is not limited to 
two. An IC card can have three or more commu- 
nication protocols, and these protocols can be ap- 
propriately selected and used. 

The portable electronic apparatus of the 

15 present invention, as has been described above, 
can automatically select a communication protocol 
(A) having the highest priority at the start time of 
the IC card under the condition that a priority order 
(A > B) is set for a plurality of communication 

20 protocols stored in storing means (2). For this 
reason, when data communication is performed 
using the communication protocol (A) having the 
highest priority, data communication can be started 
simultaneously when the system is started. 

25 

Claims 

1. A portable electronic device connectable to an 
external device, comprising: 

30 first storing means (2) for storing software 

programs respectively using different commu- 
nication protocols (A and B); 

second storing means (3) for storing pre- 
scribed information (0*H, *OH) serving to dis- 

35 criminate a specific protocol (A or B) which is 

to be used by the portable electronic device 
(1) for a communication with the external de- 
vice (7); 

means (4) for discriminating the specific 
40 protocol (A or B) from the programs stored in 

said first storing means (2) in accordance with 
the prescribed information (0*H, *OH) stored in 
said second storing means (3); and 

means (5, 6) for supplying the external 
45 device (7) with data (PTS data at ST18, ST24) 

indicating said specific protocol to be used for 
the communication. 

2. A portable electronic device according to claim 
so 1 , characterized by further comprising: 

means (4) for updating the prescribed in- 
formation (O'H, *OH) stored in said second 
storing means (3) in accordance with a com- 
mand (Fig. 5) delivered from the external de- 
55 vice (7). 

3. A portable electronic device according to claim 
1, characterized in that said second storing 
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means (3) includes: 

a first area for storing first prescribed in- 
formation (0*H) used to determine (ST1) 
whether only one protocol is employed for said 
specific protocol (A or B); and 5 

a second area for storing second pre- 
scribed information (*OH) used to check (ST2) 
a content of the one protocol (A or B) when 
only one protocol is employed for said specific 
protocol (A or B). w 

4. A portable electronic device according to claim 

3, characterized in that said discriminating 
means (4) includes means (ST1, ST2, ST14) 

for determining whether only one protocol is to 75 
be employed for said specific protocol (A or B) 
in accordance with the prescribed information 
(0*H) stored in said second storing means (3), 
to thereby provide a determining result (Y/N at 
ST1, ST2, ST14); and 20 

said supplying means (5, 6) includes 
means (6) for sending data representing said 
different communication protocols (A and B) 
which are to be used for the communication, in 
accordance with the determining result (Y/N at 25 
ST1, ST2, St14) provided by said determining 
means (ST1, ST2, ST14). 

5. A portable electronic device according to claim 

4, characterized in that said second storing 30 
means (3) includes: 

a third area for storing priority order in- 
formation (priority of A > priority of B) with 
respect to a priority of each of said different 
communication protocols (A and B); and 35 

said supplying means (5, 6) includes 
means (6; ST15, ST21) for sending said prior- 
ity order information as well as said different 
communication protocols (A and B) to be used 
for the communication, in accordance with the 40 
determining result (Y/N at ST1, ST2, ST14) 
provided by said determining means (ST1, 
ST2, ST14). 

6. An IC card system employing an IC card con- 45 
nectable to an external device, said IC card 

(1) comprising: 

first storing means (2) for storing a plural- 
ity of programs respectively using different 
communication protocols (A and B); 50 

second storing means (3) for storing pre- 
scribed information (0*H, *OH) serving to dis- 
criminate communication protocols (A and B) 
of the programs stored in said first storing 
means (2); and 55 

means (5, 6) for supplying the external 
device (7) with data (PTS) indicating said spe- 
cific protocol to be used for the communica- 



tion, and 

said external device (7) comprising: 
means (ST203) for selecting one of the 
communication protocols (A and B) in accor- 
dance with the specific protocol indicating data 
(PTS) supplied by said supplying means (5, 6), 
to thereby provide a result of selecting; and 

means (ST204) for sending the result pro- 
vided by said selecting means (ST203) to said 
IC card (1), so that the external device (7) 
communicates with the IC card (1) using the 
one communication protocol (A or B) selected 
by said selecting means (ST203). 
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